Configuring Classification
Management

Implementing File Management
Tasks
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Classification Properties

/| Property Mame | Property Type | Possible Values | Property Descr

ia Confidential Assign a confidentiality ...

Right click on classification Properties and click Create Property,
or click on Create Property under the Actions Menu

Actions

assification Properties -
Lﬁ Create Property...

|Gy Refresh

Help
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7
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Create Classification Property Definition — | I:Ilil l

i Server Manager (WIN-TOSEUI1DEE) Actions |
BB R vy Cottasem e
Active Directory Certificate Services
Active Directory Domain Services Property name: @ Create Property...
% ol [Corfidertal | Refresh
(=1 5¢] Share and Storage Management Description: View
= g}) File Server Resource Manager fzsign a confidentiality value |of Yes or no -
Quota Management Help
File Screening Management
Storage Reports Management — Property type
&= [z Classification Management IYestu =]
(7 Classification Properties
.ﬁ Classification Rules A Yes value provided by other classification rules or file cortent will

|4 File Management Tasks ovemide a No value.

g=f Disk Management
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%‘ﬁ Metwork Policy and Access Services
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Features

Diagnostics
ﬁ Configuration
= Storage

EHEHEEH

Hep | [ ok | cance

?

Type a property name and description, choose the value Yes/No, click OK
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Active Directory Certificate Services | Rule Name | Scope | Classificati... | Propert... | Propert... | Descript... _
Active Directory Domain Services } Create a Mew Rule. ..
% 'I::J.TJSSSerwtrer Configure Classification Schedule ...
ile Services
El 3] Share and Storage Management Run Classification With All Rules Now...
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= [z Classification Management
|| Classification Properties i Help
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=F Disk Management
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= Features
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Cancel Classification

View

Select Classification Rules and click on Create a new rule
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Rule Settings | Classffication |

Rule name:
|C.nrrfidential payroll documents

¥ Enabled
Description:

Classify documents containing the word Tpayroll? as confidentiall

— Scope
Select volumes and folders to classify:

Add |
e 1|

Remowve

Actions

#l Create a New Rule...

Configure Classification Schedule ...
Run Classification With All Rules Maow..
Cancel Classification

|Ci Refresh

View

Help

Type the rule name and description and click on add to select the folder where

the files reside.
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10l =11
Rule Settings |[;]E|55mcaﬂun I
Rule name:
ICnrrfiderrtial payroll documents ¥ Enabled
Description:
Classify documents containing the word 7payroll 7 as confidential
Browse For Folder : x|
Select a folder
—Soi = ﬂ; Local Disk {C:) > T
J dfs shared folder
, DfsRoots
. encryption folder i
) inetpub
. Perflogs
nlare ronfidential files here hl
Falder: I data folder
Make Mew Folder | oK I Cancel
&
Hep | ok | Cancel

Navigate to the data folder which contains the files and click ok

Actions

Bl Create a New Rule...

Configure Classification Schedule ...

Cancel Classification
[
|64 Refresh

View

Help
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- i Classification

= 5 Roles Rule Settings

Active Directory Certificate Services — Classffication mechanism W

Active Directory Domain Services Choose a method to assign the property value: Bl Create aNew Rule...
g DNS Server Content Classifier
=l 5% File Services

(= ] Share and Storage Management Searches for strings and regular expressions in files using Windows Run Classification With All Rules Mow. ..
- text extraction mechanisms
B =& File Server Resource Manager
EE:B Quota Management
= File Screening Management

Configure Classification Schedule ...

Cancel Classification

|G Refresh

— Property name
Storage Reports Management )
= [ Classification Management Choose a property value to be assigned: View
il Classification Properties | Confidertial (Assign a corfidentiaiiy value of Yes or no) | Help
5 Classification Rules
3 File Management Tasks — Property value
=3 Disk Management Property value to be assigned:
- DFS Management |Yes =]

i Metwork Policy and Access Services
5 Web Server (IIS)

gf] Features

i Diagnostics

_E_ﬁ’,_!; Configuration Advanced... |

=5 Storage

Mote: The assigned value might be combined with or ovemidden by
mare important values provided by other classification rules.

I o Mead run time: Never

Choose a method to assign the property value and click on Advanced
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Classification Rule Definitions

Additional Rule Parameters

Evaluation Type | Additional Classffication Parameters |

By default, property values that have already been set are ignored during
classification. To enable this nile to reevaluate existing property values, check the

boo below.

™ Reevaluate existing property values

When a conflict occurs between the new and the existing value:

£ Ovemite the exsting value

% Mggregete the values.

For Yes/Mo and Ordered List property types, the value with the higher
priorty is selected. For Multi-Choice and Multi-String property types,
the values are combined. Datetime, String, and Number property
types produce an emor when different values are agaregated but do

not prevent other files from being classified.

—1of x|

=10 %]

Help oK I

- J/
4

Select Additional Classification Parameters

Actions

Bl Create a New Rule...

Configure Classification Schedule ...
Run Classification With All Rules Mow. ..
Cancel Classification

|6 Refresh

View

E Help
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Additional Rule Parameters

Evaluation Type Additional Classification Parameters

o e
_ (O] x|

— Parameters

Specify any namevalue parameters recognized by the selected
classification method:

Mame Value
@ String payroll

Specify the criteria to match files against. The classification mechanism will
set the property only f all pattems and strings are found in a file or its file
system properties. Valid parameter names are:

RegularExpression: Match this regular expression using .Met syntae. The
expregsions are matched with multiline semantics and are case senstive. See
http://msdn microsoft .com./en-us.librany/ae5bf 541 aspx for the complete
specification. For example, ™d*d"d’ wil match any three-digit number.

MOTE: Complex regular expressions may result in significant reductions in
classification speed and consume large amourts of memory.

Remove

_ et |
__Remove_|

FY

=]

_ Hep |

DKIEmcelk

Actions

Classification Rules

[l Create a New Rule...

Configure Classification Schedule ...
Run Classification With All Rules Now...
Cancel Classification

|G Refresh

View

E Help

Type the word String under the Name column and payroll under the Value column, then

click on OK twice.
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Select your classification

| Classificati... | Propert... | Propert... | Descript...

| Rule Mame | Scope

=l Property Name: Confidential (1 item)
ﬁa Confidenti...

Content Cl...

C:\data folder

Confide. ..

Classify ...

-

(| Create a New Rule...
Configure Classification Schedule ...

| > Run Classification With All Rules MNow. .
Cancel Classification

|G Refresh
View

Help

Selected Classification Rules

Edit Rule Properties. ..
Disable Rules

Enable Rules

K Delete
Help

rule and click on Run Classification with All Rules Now..
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Classification Rules

| Rule Mame | Scope

| Classificati... | Propert... | Propert... | Descript...

Eﬂ Confidenti. ..

C:\data folder

Run Classification

You have chosen to run classification with all ules now. Depending on the
volumes and folders managed, this can take an extended period of time.

How do you want to proceed 7

%" Wait for classfication to complete execution

™ Run classfication in the background

= Property Name: Confidential (1 item)

Content Cl... Confide... Yes Classify ...

x|

ok ]

Cancel

=~ H_un classification
El Schedule
i Mot scheduled

Select Wait for classification to complete execution an click on OK

il Create a New Rule...

Configure Classification Schedule ...

Cancel Classification
|6 Refresh
View

Help
Edit Rule Properties...
Disable Rules

Enable Rules

K Delete
Help
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= f} Roles — . .
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Active Directory Domain Services = Property Name: Confidential (1 item) ___i Create a Mew Rule. ..

DMS Server . .

=] % ﬁ'—gl Confidenti... C:\data folder ContentCl... Confide... Yes Classify ... Configure Classification Schedule ...
e
=

File Services

'3z Share and Storage Management Run Classification With All Rules Mow. ..

= 33 File Server Resource Manager
aﬁ Quota Management

% File Screening Management |64 Refresh

Storage Reports Management

Cancel Classification

5 View
B g Classification Management =
[fl Classification Properties Help
.7 Classification Rules =
14 File Management Tasks Running Classification 3 | Selected Classification Rules
=¥ Disk Management i )
: i i i Edit Rule P fies...
. DFS Management Running classification... It Fule Froperiies
3 Metwork Policy and Access Services - Dizable Rules
o Web Server (II5) Enable Rules
Features
T Diagnostics Cancel x Delete
" Configuration
= if g Help

== Storage

Classification is executing
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Automatic Classification Report

Generated at: 8/17/2013 9:10:51 AM
Lists files that were acted on by the dassification policy. Use this report to understand how files were dassified by the

Report

Description: dassification policy rules.
Machine: WIN-KTOSEUI 1DEE
Report Folders: 'C:\data folder'

Automatic Classification Report Table of Contents

Report Totals
Size by Owner
Size by File Group

Size by Property
Properiy: Confidential Statistics

Report Totals

Files shown in the report

All files matching report criteria

Properties

Files

Total size on Disk

Properties Files

Total size on Disk

1

2

0.00ME

1

2

0.00 ME

To top of the current report

Size By Owner

B BUILTINWAdministrators; 0.00 MB; (100.00 %)

[ [ [ ] | | [% Localintranet | Protected Mode: OFf

[%a - [R00% -
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Size by File Group
File Group Total size on Disk Files
Text Files 0.00 MB 2

To top of the current report

Size by Property

Property Total size on Disk
Confidential

Files

0.00 MB

To top of the current report

Statistics for files by "Confidential'
Folder
File
name Last "L%/
Value | Rule a j fied Owner
c:\data folder
file 1. tct / Confidential | 8/17f2013 | 8/17/2013
4 es payroll 3:27:59 3:28:27 BUILTIM‘Administrators
documents | AM AM
c:\data folder
file2, tut Eﬂ.ﬁd&ﬂ‘h’ﬁr 8172013 | 8f17/2013
|__Yes— [ payrol 3:28:37 3:28:59 BUILTIMVAdministrators
< documents | AM AM

To top of the current report

[ [ [ ] | | [% Localintranet | Protected Mode: OFf

v - | R 100% -
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&‘3 Quota Management
= File Screening Management
Storage Reports Management
= [ Classification Management
ﬁfl Classification Properties
:E] Classification Rules
(% File Management Tasks

| Task Mame | Srone /| Tune

Create File Management Task

General |A.c:tiur1 I Motification I Report I Condition I Schedule I "
Task name:

IMD'U'E corfidential Files

Description:

| Renart | Status [ 1astRun ..

M Enable

. | 1A=t Result |NE}|,'tF'.ur1...

Move corfidertial documents to another folder

— Scope

Select volumes and folders to run task on:

Remaove

Add... |
[ Femove_|

X

Help OK I

Cancel

Actions

ile Management Tas

@ Create File Management

|G Refresh
View

Help

Select File Management Tasks, click on File Management tasks in the Actions Menu. Type the

Task name and description.



33 File Server Resource Manager (Local) | Task Mame

| Srone /| Tune | Renart | Status [1astRun ... | 1astReanlt | Mext Run... Actions
é‘a Quota Management

Create File Management Task X
= File Screening Management G | . . . =
Storage Reports Management enerd |Act|un I Motification I Report I Condition I Schedule I @ Create File Management ...
= [z Classification Management Task name: 1 Refresh
Eiﬁl Classification Properties Iane Confidential Files =

: ¥ Enable
:l] Classification Rules View
% File Management Tasks iption: o

Move confidential documents to another folder

Browse For Folder x|

Select a folder

=&, Local Disk (C:) -
|
| dfs shared folder

, DfsRoots Bl
| encryption folder i
J inetpub
, PerflLogs
nlare ronfidential files bere il

Falder: I data folder

Make Mew Folder | 0K I Cancel |

Help ok | cancsl

Click on Add and navigate to the folder that contain the files then click on OK.
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=% Quota Management

File Screening Management
Storage Reports Management

(= [z Classification Management
ﬁﬁl Classification Properties
(= Classification Rules

_i% File Management Tasks

| Task Mame | Srane 4| Tune | Renart | Statis [1astRun ... | last Reald

Create File Management Task

General |Actiur1 I Motification I Report I Condition I Smedulel

Task name:

II'U'Imre Confidertial Files ¥ Enable

Description:

Move corfidential documents to another folder

— Scope
Select volumes and folders to run task on:

Chdata folder

S~

Folder containing files

Remove |

Help oK

Cancel

t | MextRun...

| Actions

@ Create File Management

|64 Refresh

View

Help
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= File Screening Management
Storage Reports Management
= [z Classification Management
Eﬁ, Classification Properties
:l Classification Rules
1% File Management Tasks

Create File Management Task

‘General Action | Notfication | Report | Condtion | Schedule |

Type: IFlIe expiration j

|Task Mame | Srone 4 | Tune | Renart | Stahis [ 1A=t Run .. | 1 astRes:

By

Expiration directony: |C:‘-plan:e confidential files here Browse... I

Help oK

Cancel |

t | Mext Run...

Actions

e Management Tas

@ Create File Management ..

|G Refresh
View

Help

Next Select Action click on Browse and navigate to the folder into which you want the
Confidential files moved
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Eiﬁl Classification Properties
(7| Classification Rules
1% File Management Tasks

|Task'Narm= | Srone 4 | Tune | Renort | Stats | 1 A=t RN
Create File Management Task

General I Ac:tinnl Matification I Report Condition |5d1&dule|

... | 1astRean

— Property conditions
Property | Operator | Value |
Add... Edit... Hemove |

r Days since file was created: I

[

™ Days since file was last modified: I

]

TR

[ Days since file was last accessed: ™ IE

™ Wildcard pattem matching file name: |

* Mote:  the Last Access Time is not being maintained by the Server,
this condition may not behave as expected.

Effective starting: | 8/22/2013 8:41:58 AM

x|

Help OK I

Cancel

t | MextRun...

Next select condition and click Add

Actions

@ Create File Management

|G Refresh

View

Help
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Storage Reports Management
= [ Classification Management
Cﬁf, Classification Properties
17 Classification Rules
1% File Management Tasks

| Tagk Mame | Srone

i | Tune | Renart

Create File Management Task

| stahi=s | 1astRin ...

General | Action | Nofication | Report Condtion | Schedule |

— Property conditions

Property

| Operator

| Value

Property Condition

Property: ID::rrfiderrtiaI (A==ign a corfidentiality value of Yes or no)

Operatar: I Equal

=~

Value: M

| 1 ast Rean

x|

Help

oK

Cancel

t | MextRun...

Make sure the operator is at Equal and the Value at Yes. Click on OK

| Actions

1le Management Tas

@ Create File Management

|64 Refresh
View

Help




[1astRin ... | 1astResilt | Mext Run...

gg File Server Resource Manager (Local) | Task Name | Srone ¢ | Twne | Renart | Status
,;,g Quota Management Create File Management Task
File Screening Management .
Storage Reports Management General I Action I Motification I Report I Condition Lle
= U Cla_lssiﬁcaﬁnn Management Task iz scheduled for the following times:
@I Classification Properties
|5 Classification Rules
(% File Management Tasks
Create...
Help oK

Cancel

Select schedules then click Create.

| Actions

1le Management Tas

@ Create File Management ..

|4 Refresh
View

Help




33 File Server Resource Manager (Local) | Task Mame | Seone ¢ | Tune | Renort | Stati= | tastRun ... | 1A=t Realt | Mext Run... Actions

&8 Quota Management Create File Management Task x| File Management Tasks
File Screening Management . : — = Schedule

Storage Reports Management General I Action I Netification I Report I Candition @ Create File Management
=l g C|§SSlﬁE.tlnr1 I'f"lanagemer.lt Task iz scheduled for the followinn times- . | Refresh

(7l Classification Properties 2|

17l Classification Rules

View
|_i% File Management Tasks Schedule | o
| 1. At 3:00 AM every day, starting 8/22/2013 =l
|: New I Delete |
Schedule Task: Start time:
| Daity =] | 9:00am =] Advanced..
Schedule Task Daily
Every |1 _:I dayiz)

¥ Show multiple schedules.

Help ok | Cancal |

Click on New, Accept the default settings and click on OK twice.



&3 File Server Resource Manager (Local) | TaskMame | Scope 4 | Type | Report | Status | LastRun ... | LastResult | MextRun... || Actions
aﬁ Quota Management

- e Management T
= File Screening Management =l Scope: C:\data folder (1 item)
Storage Reports Management 8@ Move Confi... C:\data folder Expiration  Yes Nev 8/23201... [ Create File Managemen

= [ Classification Management
il Classification Properties
[ Classification Rules View
% File Management Tasks
: = Help

|G| Refresh

Selectec e Manage
Edit File Management Tz
Enable File Management
Disable File Managemen
Run File Management Tz

Cancel File Management

K Delete
Help

Select the task and dick on Run File
management task ngw

=1 File Marnanement Task MNetaile: Mawe Carfidential Filee al



, File Server Resource Manager (Local)
&‘5 Quota Management
S File Screening Management
Storage Reports Management
=i Classification Management
Eﬁ, Classification Properties
:l Classification Rules
1% File Management Tasks

| Task Mame | Scope ¢ | Type | Report | Status | LastRun ... | LastResult | MextRun...

= Scope: C:\data folder (1 item)

Move Confi... C:\data folder Expiration

Run File Management Task |

You have chosen to un a file management task now. Depending on the
volumes and folders managed, this can take an extended period of time.

How do you want to proceed?

< Wai gk to complete exscution

¥ Run the task in the background

QK I Cancel

Select Wait for task to complete execution

Actions

e Management Tas

@ Create File Management ...

|6 Refresh

View
Help
Edit File Management Tas...
Enable File Management ...
Disable File Management ...
Fun File Management Ta...

Cancel File Management ...

K Delete
Help




Task running

Running File Management Task

Rurning file management task...




File Management Task Report
Generated at: 8/22/2013 2:09:45 AM

Report P . -

Description: Repart for the following File Management Task: Move Confidential Files

Action T expiration - Expiration directory C:\place confidential files here WWINKTOSEUIIDSE, server 2008, com Move Confidential
ypes Files 2013-08-22 09-09-45

Machine: WIN-KTOSEUI1D3E

Report Folders: 'Ci\data folder'

File Management Task Report Table of Contents

Report Totals

Size by Owner

Size by File Group

Owner: BUILTINYAdministrators Statistics
Report Error for Files

Report Totals

Files shown in the report All files matching report criteria

Files Total size on Disk Files Total size on Disk

1 2 0.00 MBE 1 2 0.00 MB




